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BAR EVENTS

Annual Golf and Fishing
Outing
Monday, Aug. 14
Golf at the Rock Hill Golf and
Country Club, Manorville, N.Y.

Tee off is at 1 p.m. Enjoy playing
on a well maintained facility with a
staff that is extremely accommo-
dating. The course is in excellent
condition and is both challenging
and fair.

If you are a fishing aficionado,
sail with Barry Smolowitz aboard
the Osprey V out of Port Jefferson
Harbor. The Road King Band will
entertain members and guests and
there will be prizes for the largest
fish and the most caught. Call Jane
LaCova for further information.

PRESIDENT’S MESSAGE

SCBA’sAnnual Installation Dinner Dance One ClassyAffair
____________
By Laura Lane

The theme for the 109th
Annual Installation Dinner
Dance held on June 2 was “A
Tradition of Professionalism
& Civility.” It was a perfect
evening filled with cama-
raderie, acknowledgements
for dedication and a commit-
ment by many to serve as the
Association’s leaders.
At the beginning of the

evening Master of Cere-
monies Harvey Besunder,
who is also an SCBA past
president, summed up what
is known about the SCBA

when he said, “We are recog-
nized as the most influential
and active bar association.”
The latter was evident at The
Larkfield by the many attor-
neys, judges, and friends that
attended the installation.
Richard Weinblatt was hon-

ored by Past President John
Calcagni with the Profes-
sionalism Award. “Richard al-
ways pursues justice for the
public good,”Mr.Calcagni said.
“He carries himself in the true
tradition of professionalismand
never has too little time to help
someone who needs help.”
Other awards were given

too. John H. Gross, a past
SCBA president (1994-1995)
was given a Lifetime
Achievement Award, a great
honor. Peter D. Tamsen was
presented with the Dorothy
Paine Ceparano Award by
Harry Tilis, the immediate
past dean. Ms. Ceparano,
who passed away a few years
ago, was vital to the Acad-
emy and a former editor of
The Suffolk Lawyer.
PatrickMcCormick was in-

stalled by Hon. C. Randall

Hinrichs, the Administrative
Judge for Suffolk County, as
theAcademy’s new dean. Mr.
McCormick has served for
years as a frequent contribu-
tor to this publication.
Then the Hon. Hector D.

LaSalle installed the newAcad-
emy directors. They included:
Sean E. Campbell, Joseph A.
Hanshe,Michael S. Levine and
Gerard J. McCreight.
When it was time to install

the officers, who will lead the

Awards presented
at SCBA’s Annual
Installation

______________________
By Patricia Meisenheimer

It is my pleasure to welcome our
judiciary, colleagues, family and
friends to the 109th Installation of the
Suffolk County Bar Association. This
evening is a celebration of the honored
tradition of our Association’s commit-
ment to excellence, professionalism,
civility and service to the community. I
thank each of you for sharing this
evening with us tonight.
I am humbled to stand before you and

proud to serve this great Association.
“You never know when one kind act, or
one word of encouragement, can change
a life forever.” This reflects my apprecia-
tion to my colleagues who have believed

in and placed their
trust in me to stand
before you as your
president. You have
enriched my life by
your encouragement and kindness.
I am especially grateful to Jane

LaCova and the Bar Association staff
who are always there for our members
and whose tireless efforts made this
evening a success. I wholeheartedly
thank John Calcagni for his exception-
al leadership, for his wisdom and most
especially his friendship.
We are honored to have many distin-

guished guests celebrate with us this
evening. The Honorable Justice
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Pat Meisenheimer

Immediate Past President
John Calcagni, left, present-
ed Lance Pomerantz with
an award at the Annual
Meeting. See story andmore
photos on page 15.

Patricia M. Meisenheimer was installed as the SCBAPresident by the Hon.
Randall T. Eng on June 2.

(Continued on page 22)

(Continued on page 22)

Sharing Our
Installation Dinner
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_________________
By Jack Harrington

Companies of all shapes and sizes un-
derstand the importance of general com-
mercial liability coverage. But, with the
unprecedented rise in cyber attacks, par-
ticularly against businesses that collect
and store the personal, medical, or fi-
nancial data of their customers, how
many companies have invested in the
necessary cybersecurity insurance cov-
erage?  PwC estimates that cyber insur-
ance premiums will reach $7.5 billion by
the end of the decade. However, not all
cybersecurity insurance policies are cre-
ated equal, and companies must evaluate
their unique risk profile and pay careful
attention to how their insurance carrier
defines key terms in their policies. 
Cyber attacks resulting in customer

data breaches are almost certain to invite
litigation and, depending on the con-
text, government regulatory investiga-
tion. For publicly-traded companies in
particular, data breaches can prompt
high-profile and costly shareholder de-
rivative litigation that, regardless of
whether the company successfully de-
fends the litigation, is highly disruptive. 
In one of the most noteworthy cases in

recent years, Target Corp. was sued by
shareholders over a 2013 cyber attack re-

sulting in one of the largest data
breaches ever reported. A fed-
eral judge in Minnesota dis-
missed the litigation in July
2016, but not before the com-
pany had reported nearly $300
million in cumulative expenses
incurred since the breach, only
$90 million of which was cov-
ered by Target’s insurance. 
So, how do you determine what cy-

bersecurity policy is best for your busi-
ness? Start by asking the following
questions. 

What minimum cybersecurity
measures must your company im-
plement for the policy to take effect? 
So-called “minimum required prac-

tices” exclusions prevent the insured from
recovering on the policy if it is deter-
mined that the insured did not implement
adequate procedures and risk controls to
defend against cyber attack.  What con-
stitutes “minimum required practices”
can vary significantly between and among
policies. Companies should clearly un-
derstand the definition of this exclusion in
their policy and ensure that they are meet-
ing or exceeding the standard.  
Companies should consider policies

that clearly enumerate the required prac-

tices and negotiate that lan-
guage with members of the
company’s IT department who
are more likely to understand
what minimum required prac-
tices are possible given the
company’s existing technology
infrastructure. Also, consider
whether your company is sub-
ject to any industry-specific

laws or regulations that your carrier could
argue would set a floor in terms of cy-
bersecurity best practices. For instance,
the New York State Department of Fi-
nancial Services’new rule requires certain
financial services sector companies to
maintain risk-based cybersecurity pro-
grams. The failure of a company to follow
that rule might be considered by their in-
surance carrier to be a per se trigger of the
policy’s minimum required practices ex-
clusion. 

What types of cyber events trigger
coverage and when does coverage
commence?
Some cybersecurity insurance policies

do not cover liability sustained from the
mere breach of a company’s customer
data; rather, coverage applies only if that
data is published or otherwise made pub-
licly available. If your policy is triggered

only in the event of publication, then also
determine whether the identity of the
publisher affects your coverage. 
In Zurich American Insurance Co. v.

Sony Corp. of America et al., 651982/2011,
New York Supreme Court Judge Jeffrey
K. Oing ruled that Sony’s insurance carrier
did not have to defend the technology com-
pany in lawsuits stemming from the 2011
cyber attack on Sony’s PlayStation net-
work. In that case, the hackers had pub-
lished the user data online, not Sony, and
according to the court the policy required
that Sony commit the act of publication.
The court ruled that coverage for publica-
tion liability could not be extended to pub-
lication by third parties, including the per-
petrators of the attack. Companies should
also consider a retroactivity provision that
covers any unknown cyber intrusion or at-
tack that commenced before the policy
was signed.  In many cases, a cyber attack
may have been commenced months or
years before it is identified or data is stolen. 

What aspects of your company’s
technology infrastructure are cov-
ered by your policy?
Carriers are increasingly excluding

coverage for cyber attacks resulting
from the loss of a cell phone or laptop,

CYBERSECURITY

(Continued on page 27)

Five Questions to Ask About Your Company’s Cybersecurity Insurance Policy

Jack Harrington

We’ve got a Patent
on Experience

Over 8,000 patents granted
Over 15,000 

trademarks obtained

Over 45 years of experience

®

or e-mail us at law@collardroe.com

PROFESSIONAL OFFICES FOR RENT
IN A DOWNTOWN NYC LAW SUITE

111 John Street, Suite 800, New York, N.Y. 10038

Fully equipped 22 office suite pre-wired for data, phone, video conferencing, (FIOS internet),
24/7 doorman, Art Deco building, upgraded amenities, use of kitchenette, legal library & con-

ference room. Available receptionist, filing cabinets, secretarial staff, along with 
all of your other office needs.

NEED A NEW YORK PRESENCE?
Virtual Office Packages, Secretarial Stations and Conference Room Rentals Available.

Near New York County and Kings County Courts, many subway lines and bus stops including PATH.

Bruno F. Codispoti, Esq.
Catasal Realty, LLC

Contact us to schedule a tour today:
Tel - 212-962-6525 Email - bruno@codispotilaw.com
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_________________
By Annemarie Jones

Electronic discovery (eDiscovery) is
becoming an integral part of modern-
day litigation. Choosing an eDiscovery
vendor for storing, managing, search-
ing, and organizing electronically-stored
information (ESI) can be a daunting
task. The market is flooded with vendors
selling eDiscovery programs that are dif-
ficult to differentiate from one another.
Despite huge variations in price, many of
these programs are very similar. Some
factors that should be considered before
choosing an eDiscovery vendor include:
Storage of ESI: Vendors typically store

ESI in the cloud. Storing ESI on a hard
drive is an antiquated procedure and can
be a disaster in the event of a computer
crash. Storing ESI on the cloud ensures

that the ESI is secure, the
amount of ESI that can be
stored is unlimited (subject to
fees based on size), and the ESI
can be accessed by password
by any computer (or other elec-
tronic device) at any location.
Number of users: It is criti-

cal the eDiscovery vendor pro-
vide the capability for the ESI
to be accessible by multiple users simul-
taneously. This can be helpful in the
event that a few lawyers need to review
the ESI at the same time to meet an up-
coming deadline.A multi-user function is
also helpful if the review of the ESI is go-
ing to be split into different batches (i.e.
electronic folders) of ESI. The majority
of eDiscovery vendors that store ESI in
the cloud provide a multi-user function.

De-duplication: An invalu-
able aspect of any eDiscovery
program is the ability to “de-
duplicate” the ESI. Put simply,
this means the program will be
able to pull out documents that
are exact duplicates and either
delete these duplicates or place
them in a separate electronic
folder.  This can save hundreds

of hours of review time and also elimi-
nate the possibility that identical docu-
ments are coded differently for respon-
siveness and privilege. 
Search Functionality: The basic

search components of eDiscovery pro-
grams include the ability to search (and
sort by) term, phrase, numbers, date,
author, location, and/or combinations
of these factors. It is also helpful if the

eDiscovery program has the functional-
ity to take a search and separate the re-
sponsive “hits” into separate electronic
folders. Some of the newer sorting fea-
tures on the market include: predictive
coding, email threading, and grouping
near duplicates.
Types of ESI: Almost all eDiscovery

programs can deal with the common
types of ESI – emails, word-processing
documents, spreadsheets, PDFs, etc. If a
case is going to involve a unique type of
ESI, a higher-end vendor that is capable
of processing the ESI may be necessary.
Highlighting: Many of the more ex-

pensive vendors now offer a function that
highlights search terms in the text of the
document. This can be especially helpful
when dealing with individual documents

LITIGATION

(Continued on page 27)

How to Select an eDiscovery Vendor

____________________
By Victor Yannacone, Jr.

Websites have now become the heart
of ethical lawyer advertising. They are
also a prime target for hackers and an
open portal for installation of malware. 
Your website can be captured by

hackers and used to infect the devices
which your visitors use to access your
website from smartphones and tablets to
laptops and office computers. When that
happens, the damage to your profes-
sional reputation may be irreparable.

A quick check of website security
Some browsers now warn users when

the page they are visiting may put their
information at risk. In Google Chrome,
that “i” symbol on the left side of the ad-
dress bar indicates a site may not be se-
cure because it is using an unencrypted
connection to exchange data with your
computer. 
In Mozilla Firefox, when viewing a

secure website, the Site Identity icon in
your address bar will be a green pad-
lock. 
You should never send any sort of

sensitive information to a website that is
not certified secure because you cannot
be sure that you are communicating with
the intended website. Your data is not
safe against eavesdropping unless the
connection between your browser and
the website is encrypted.
As you read this column, open your

browser and check your own website. 
Sites with secure connections encrypt

data between their web servers and your
computer. These sites also have a secu-
rity certificate from a presumably
trusted authority that verifies the website
identity and protects it from being mod-
ified. You typically see a site security

icon such as the Firefox pad-
lock and the URL starts with
https://.

Web security, your site
and your network
Other than risks created by

employee use or misuse of
network resources, your web
server and your website are
your most significant cybersecurity
risks. Any networks connected to the
web servers are also at risk. 
Web servers by design open a window

between your network and the world.
The care you take with server mainte-
nance, web application updates and your
web site coding defines the size of that
window, limits the kind of information
that can pass through it and establishes
the degree of web security you will
have.

Web security risk — should you
be worried?
If you have importance information

on your network or if anything about
your website puts you in the public spot-
light, then your web security will be
tested. Web servers are inherently com-
plex programs and intentionally invite
interaction with the public. The oppor-
tunities for security holes are many and
growing.
Your website may not be the end tar-

get at all. A common web site attack in-
volves installing silent and concealed
code that will exploit the browsers of
visitors. 
The world’s most secure web server is

the one that is turned off, but this just is-
n’t an option for most law firms. Any
system with multiple open ports, multi-
ple services and multiple scripting lan-

guages is vulnerable simply
because it has so many points
of entry.
Web sites often invite visi-

tors to load a new page con-
taining dynamic content,
search for a location, fill out a
contact form, or search the site
content. In each case your web
site visitor is effectively send-

ing a command to or through your web
server, very likely to a database. 
Websites live in a complex cybere-

cosystem of interconnected nodes
around the internet. The Domain Name
System (DNS) tells requests where to
go. The web server houses various web-
site files and the infrastructure houses
various web servers. Many of these fea-
tures are provided by number of service
providers that make it very easy for you
to create an online presence. They sell
you things like domain names, hosting
space, and other services designed to
make operating your website easy.
Every one of these components and

services has an impact on your overall
security posture and can potentially con-
tribute to how your website gets hacked.

Web security defense strategy
Security requires you to maintain con-

stant alert. You should ensure that all
patches and updates are installed as soon
as they become available and have all
your existing applications reviewed for
security. You should maintain a tight
firewall, antivirus protection and run
IPS/IDS (intrusion prevention sys-
tems/intrusion defense systems).
You should also use a web scanning

solution to test your existing equipment,
applications and web site code to see if
a known vulnerability exists. Network

and web site vulnerability scanning is
one of the most efficient security in-
vestments.

How to protect your website
Website security is about risk reduc-

tion not risk elimination. There is no
such thing as a 100 percent solution to
staying secure. 
Employ Defense in Depth principles

layers like an onion.
• Employ best practices like “Least Priv-
ileged.” Not everyone needs adminis-
trative privileges. 

• Protect access of your website. Use
multi-factor and two-factor authenti-
cation.

• Protect against exploitation of soft-
ware vulnerabilities. Use a website
firewall.

• Backups are your safety net. Try to
have at least 60 days available.
Security is not a singular event or ac-

tion, but rather a series of actions. The
responsibility begins and ends with you. 

Note: Victor John Yannacone Jr. is an
advocate, trial lawyer, and litigator
practicing today in the manner of a
British barrister by serving of counsel to
attorneys and law firms locally and
throughout the United States in complex
matters. Mr. Yannacone has been con-
tinuously involved in computer science
since the days of the first transistors in
1955 and actively involved in design,
development, and management of rela-
tional databases. He pioneered in the
development of environmental systems
science and was a cofounder of the En-
vironmental Defense Fund. He can be
reached at (631) 475–0231, or vyanna-
cone@yannalaw.com, and through his
website https://yannalaw.com.

CYBER

Is Your Website Safe and Secure?

Annemarie Jones

Victor Yannacone, Jr.



exists, the court looked to the existence
of “genuine, good faith divisions.” In
the instant case, the court determined
that “[t]he deadlock is the result of le-
gitimate disagreements about the direc-
tion of [Applied] and Aharon’s role.”
While Aharon did not want the Bioform
Deal, Lafferty “wanted the Bioform
Deal to succeed because he viewed it as
[Applied’s] only hope.” Kleinberg and
Herzog had lost confidence with Aharon
back in 2015 and had since sought to re-
place Aharon as CEO. Further, the court
noted that “Aharon had created the
deadlock … when he appointed a third
director to stop the emergent board ma-
jority of Lafferty, Kleinberg and Herzog
from taking action against him.”
Due the deadlock, Applied’s board

was unable to resolve the termination
of the Bioform Deal. Moreover, Ap-
plied’s board could not resolve the
question of who should be CEO of Ap-

plied, a task that the court stated is “a
board’s most important task.” Thus,
the court found that “[u]nless the dead-
lock is broken, [Applied] has no
chance of pursuing a new business
plan and will become irretrievably in-
solvent.” Without a functioning CEO
and with no cash to operate its busi-
ness, the court determined that Ap-
plied “has suffered and will continue
to suffer irreparable harm absent the
appointment of a custodian.”
Finally, the court found that the stock-

holders are unable to break the deadlock
because Applied’s stockholders’ voting
agreement locked the board into a 3-3
tie between the two competing factions.
In exercising its power to appoint a

custodian, the court cautioned that “the
consequences of that deadlock for the
stockholders and the enterprise must be
assessed.” In the instant case, the court
noted that a sale of Applied or its assets

would not benefit the stockholders since
such sale would likely result in proceeds
that is a fraction of the estimated $60
million value of the sewage processing
technology.
Accordingly, the court appointed a

custodian to serve as a seventh director
until new investors may cause the board
composition and balance of power to
change, thus eliminating the need for
such custodian. The court further desig-
nated that the custodian shall preside
over any board meeting, oversee the dis-
cussion, set time limits for discussion,
call for a vote and required the custo-
dian’s presence, together, with three
other directors, to constitute a quorum in
any board meeting.
As with other cases where the court

appointed a custodian, the court re-
quested the parties to submit three
names for the court to consider, thus al-
lowing the parties to retain a degree of

participation on the appointment of the
seventh director. 

Note: Gisella Rivera, Esq., CPA, is the
principal of G. Rivera Law Office, PLLC.
Prior to opening her law practice, Gisella
was a partner in the Corporate and Busi-
ness Group of Meltzer, Lippe, Goldstein &
Breitstone, LLP, a major Long Island Law
firm, and worked as an associate attorney
in the Capital Markets Practice of White
& Case, LLP, a major Global Law Firm.
Gisella worked as an accountant for over
15 years, amongst others, as the Chief Fi-
nancial Officer of a prominent mental
health care provider in Suffolk County
and as the North-East Regional Finance
Director of an assisted living company.
Gisella combines her business experience
with her legal training in representing and
serving her clients. Contact Gisella at
gisellarivera@griveralaw.com or at (631)
353-7230. 
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or data theft in which an employee mis-
places a thumb drive or other electronic
storage device. Companies where em-
ployees have remote server access or
frequently work outside the office
should ensure that its policy defines the
origin of the cyber attack or data loss
with sufficient breadth to cover all likely
eventualities. 

Against what types of legal actions
is your company insured and how
much control will your company
have to respond to those actions?  
In the immediate aftermath of a cyber

attack or data breach it is difficult to de-
termine exactly what types of legal liabil-
ity the company will face in the coming
weeks, months, and years.  Depending on
the gravity of the situation, it is safe to as-

sume that companies will face civil litiga-
tion, but will the incident also result in a
government investigation or even criminal
charges?  Do your company’s existing
contracts mandate that customer disputes
be settled using alternative dispute reso-
lution, such as arbitration or mediation,
and will your cybersecurity policy cover
those eventualities?  Relatedly, does your
policy require insurance carrier pre-ap-
proval before you take certain actions in
defense of cyber-related claims?  Time is
often of the essence when it comes to cy-
ber attack, so you want to ensure that your
policy does not hamstring your company’s
ability to respond. 

Finally, does the perpetrator or mo-
tivation of the cyber attack matter?  
Even robust cybersecurity insurance

policies tend to be geared toward in-
advertent data breaches or cyber at-
tacks perpetrated by criminals with fi-
nancial motivations. Many insurance
policies include exclusion clauses for
cyber attacks committed by govern-
ments or terrorist organizations or with
the intent to cause physical harm.
Companies, particularly those operat-
ing in the energy and infrastructure
markets, should consider whether they
need protection beyond data-related li-
ability if a cyber attack could result in
physical damage or loss of life. Con-
gress passed the Terrorism Risk Insur-
ance Program Reauthorization Act of
2015 to extend government-backed
reinsurance of terrorism coverage.
However, the government program is
triggered only under a limited set of

circumstances.
In 2017, more and more general lia-

bility policies will include cybersecu-
rity-related coverage, but in many cases
a supplemental and tailored cybersecu-
rity-specific policy is warranted.  Com-
panies should evaluate their risks, com-
pare cybersecurity insurance policies,
and consult with an expert before pur-
chasing insurance for protection from
cyber attacks. 

Note: Jonathan “Jack” Harrington,
chairs the Cybersecurity and Interna-
tional Regulation, Enforcement & Com-
pliance practices at Campolo, Middle-
ton & McCormick, LLP in Ronkonkoma
and Bridgehampton.  Contact Jack at
jharrington@cmmllp.com or (631)
738-9100.

Cybersecurity Insurance Policy (Continued from page 11)

that are hundreds of pages long. 
Export Format: It is important to ask

any eDiscovery vendor what type of ex-
port format(s) the vendor is capable of.
Examples of export format include:
PDF, native, TIFF, JPEG, and load files.
The program must also have the capa-
bility to store and produce metadata. 
Redactions: The eDiscovery program

should have the ability to redact and
should be capable of saving each docu-
ment in its redacted and unredacted
form. The program should also have the
option to remove a redaction if a docu-
ment is improperly redacted and/or if
negotiations with opposing counsel re-
quire a change to redactions.
Vendor assistance: While a firm may

be able to utilize the eDiscovery plat-
form without the help of the vendor, in
the event of an emergency (e.g. ap-
proaching deadline, rapid increase in
data, complicated export format) it is
important that the vendor provides the
option (usually for an additional fee) of
assisting in the export and organization
of the production of the ESI.
Privilege Log: Most programs are ca-

pable of creating a spreadsheet of all
documents that have been coded as priv-
ilege by the reviewing attorneys. This
chart is typically in Microsoft Excel and
contains coding fields such as author,
date, recipients, subject, etc. Because
this chart is in Excel, it can then be eas-
ily manipulated by an attorney into a

privilege log format which meets the
needs of the case and local court rules.
Cost: Vendors can charge anywhere

from a few hundred dollars a year to
upwards of tens of thousands of dollars
a year. The cost a firm is willing to pay
is typically assessed by evaluating how
many cases per year the eDiscovery pro-
gram will be utilized for and determin-
ing whether the cost (or a portion
thereof) will be charged to clients.
After evaluating these factors and any

other factors deemed relevant, the next step
is to contact each vendor for a price quote
tailored to meet the needs of your firm. Al-
though daunting, after price quotes are re-
ceived, and the responsiveness of each ven-
dor can be evaluated, the field will have

narrowed. At that point, it can be helpful to
request references and perform background
checks. If still uncertain, a great way to
meet representatives of each vendor is to at-
tend a vendor fair, such as Legaltech, which
is held annually in New York City.

Note: Annemarie Jones is an associate
at Lewis Johs Avallone Aviles LLP in Is-
landia, New York. Annemarie focuses her
practice on the representation of com-
mercial clients in complex civil litiga-
tion. Annemarie also focuses her practice
on the defense of municipalities. She
is the 2017 co-chair of the Public/Media
Relations & Digital Strategy Committee
of the Federal Bar Association, Eastern
District of New York Chapter.

How to Select an eDiscovery Vendor (Continued from page 14)




